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1EXECUTIVE SUMMARY

Current digitalisation trends present a new challenge to 
airports: cyber security. With the European Aviation Safety 
Agency (EASA) stating that an average of 1,000 attacks 
occur per month on aviation systems, there is a real 
and current global threat to airport safety, security and 
reputation. 

Cyber-security risks will only become more significant 
until airports develop a holistic approach to tackling them. 

Evolving from physical to 
cyber security 

Airports have long been targets for those seeking to 
cause high-profile disruption and damage, meaning 
airport operators have evolved to manage a complex 
environment of physical security challenges. 

However, this maturity is not reflected in airports’ current 
approaches to achieving cyber security. While there is a 
growing recognition of the importance of managing and 
mitigating cyber risks, operators have a long way to go to 
develop better protection. 

Although total prevention will never be possible, cyber 
attacks are not an airport-specific threat and there are 
opportunities to learn from aviation and other sectors. 
However, the current rate of progress by airports in 
overcoming the challenges of cyber security means that 
people, digital assets, IT infrastructure and governance 
models could be increasing the risk of attack.

In-depth analysis of four 
international airports 

Our in-depth assessments of four major airports and further 
supporting research highlights that increasing use of technology, 
greater connectivity and moves towards wider collaboration 
with stakeholders and users can all serve to increase cyber-
attack vulnerabilities, despite their wider benefits. 

As airports aim to become truly ‘smart’ and ‘connected’, 
cyber security is fast becoming a critical success factor. The 
challenge is, how do airports increase their resistance to 
this unfamiliar threat? How do they prevent access and the 
leakage of sensitive information? Or worse, how do they 
prevent access to operational IT change to infrastructure 
and systems? And what practical steps must be taken to 
guarantee safety across all airports globally? 

In conjunction with emerging cyber-security guidance for 
airports, this report outlines best practice for ensuring 
that cyber-security threats are adequately identified and 
mitigated. It also sets out how to identify the leadership and 
governance structures, enterprise-wide risk management 
approaches and process, and cultural attributes of a cyber-
secure airport.
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Cyber security in the  
aviation context 

In aviation, cyber covers the traditional IT infrastructure. 
This includes computers, servers and network 
components; the software used and the information 
transmitted over this infrastructure; and industrial 
control systems (ICS) such as airfield lighting, heating, 
ventilation, fuel distribution, power management, 
air conditioning and baggage handling systems. 

Together, these support the safe operation of aircraft, the 
development and maintenance of airport facilities, check-in 
and screening of passengers, and a variety of other activities. 
It is important to recognise that any infrastructure where  
bits or bytes pass through may be vulnerable, 
whether it is connected to the internet or not. 

Threats come in many forms, and vary in the level of 
sophistication and motivation. They range from low-skilled 
‘script kiddies’ to highly skilled and motivated nation-
states. Between these two extremes are other threat 
actors that can cause harm to an airport, including criminal 
organisations, disgruntled employees and hacktivists. 

These typically affect the confidentiality, integrity 
and availability of systems and data that can result 
in the release of sensitive data. Additionally, in 
operational technology (OT) these impacts could lead 
to the disruption of services or safety incidents.

In addition to the breadth of cyber systems found at an 
airport, one of the most problematic elements of cyber 
security is the fast and constant evolution of security risks. 
Traditionally, airports focused on the biggest known threats. 
But this approach cannot handle the demands  
of the current changing environment. That is why 
international standards such as ICS, the International 
Organization for Standardization (ISO) and the National 
Institute of Standards and Technology (NIST) are promoting 
a more proactive and adaptive approach to cyber. 

Incidents and sophistication 
of attacks are on the rise 

EASA estimates there are 1,000 cyber attacks 
each month on aviation systems worldwide.

Over recent years, the number of airport-related cyber 
threats has grown significantly. The damage caused by 
these successful threats confirms the need to address cyber 
security:

• In 2017, there were a number of ransomware outbreaks 
that affected the industry. Hackers use ransomware to 
attack systems and ask organisations to pay to recover their 
data. LATAM Airlines had data encrypted by WannaCry, 
and Ukraine’s Boryspil International Airport lost access to 
its systems by NotPetya. These cyber attacks were not 
targeting aviation, yet resulted in interruption to airport 
services.

•  In 2016, hackers attacked the website of Vietnam Airlines 
and the flight information screens in Hanoi and Ho Chi 
Minh City airports. All systems connected to the internet 
were switched off and all the operations were carried out 
by hand. More than 400,000 passengers’ data was left 
vulnerable and available to the hackers.1  

•  In 2015, one of Poland’s airlines, LOT Polish Airlines, 
suggested that its operations at Warsaw Frederic Chopin 
Airport’s hub were disrupted by a cyber attack on its 
flight planning computers. This resulted in some flights 
being cancelled or delayed.2 

•  In 2014, the Airports Authority of India’s enterprise 
resource planning system was successfully hacked, 
resulting in the system becoming inoperative, but more 
importantly, resulting in the loss of personal data on 
employees.3 

•  In 2013, a sophisticated virtual spying operation directly 
impacted 75 US airports. The intrusion happened via an 
advanced persistent threat attack, which means an intrusion 
was carried out by top-tier hackers who are generally funded 
by a nation-state. The airport hackers could have been driven 
by a desire to know who would be on certain flights, as well 
as the cargo they would be carrying.4 

1   http://www.ibtimes.co.uk/chinese-hacktivists-suspected-defacing-vietnam-airport-websites-1573333 
  http://www.washingtontimes.com/news/2016/jul/29/cyberattack-claims-multiple-airports-vietnam-airli/ 
2   http://www.reuters.com/article/us-poland-lot-cybercrime-idUKKBN0P21DC20150622 
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•   Also in 2013, the passport control systems  
at the departure terminals in Istanbul Atatürk and Sabiha 
Gökçen airports were shut down by a cyber attack. 
Passengers were forced to stand in line for hours, and the 
majority of flights were delayed.5 

As transport infrastructure becomes more efficient and 
integrated, the industry is becoming more reliant on 

technology in almost every area of operations. These range 
from sophisticated air navigation systems, on-board aircraft 
control and communications systems, and airport ground 
systems, to simple office management systems. These new 
technologies need to be managed through the development 
and implementation of structured cyber-security approaches.6

Air traffic control systems, and airport and airline 
information technology systems, have been identified 
as critical transportation infrastructure that needs to 
strengthen security and resilience to cyber threats. 
The U.S. Department of Homeland Security defines 
critical infrastructure as “assets, systems, and networks, 
whether physical or virtual, so vital to the United States 
that their incapacitation or destruction would have 
a debilitating effect on security, national economic 
security, national public health or safety, or any 
combination thereof”. Due to the increasing pressures 
from external and internal threats, organisations 
responsible for critical infrastructure need to have a 
consistent and iterative approach to identifying, assessing, 
and managing cyber-security risk. This approach is 

Airports as critical infrastructure 

necessary, regardless of an organisation’s current size, 
threat exposure or cyber-security sophistication.7

In order to tackle this complex task, different standards, 
frameworks, approaches and best practices have been 
developed. These initiatives have typically focused on 
IT, but more recently have specifically tackled critical 
infrastructure-related OT and ICS cyber security as well. 

The following sections of the report provide an overview of 
some of the most relevant initiatives, considering both general 
purpose approaches and aviation-related ones. They also 
set out the specific experiences of four international airports 
based on personal interviews with cyber-security staff.

3   https://www.techworm.net/2014/09/airports-authority-of-india-hacked.html 
4   http://www.techworld.com/news/security/us-airports-compromised-during-major-apt-hacking-campaign-says-cis-3527114/ 
5   http://www.hurriyetdailynews.com/virus-attack-strikes-at-both-istanbul-airports.aspx?pageID=238&nID=51449&NewsCatID=341 
6  https://www.dhs.gov/what-critical-infrastructure
7  https://www.dhs.gov/what-critical-infrastructure
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Airport case studies 

Four leading international airports collaborated with PA 
Consulting Group to assess the application of their cyber-
security practices. The airports were selected to provide an 
appropriate sample of types and scale.

Participating airports 

The airports that took part in the study carry out 
their operations in diverse contexts and are subject to 
regulations from different countries and continents. 
We’ve made the findings from research interviews 
anonymous to protect business confidentiality. 

We asked the airports to outline their position in seven 
focus areas, which show how prepared an organisation is to 
respond to cyber threats and withstand their effects.  
These are: 

• cyber-security trends and challenges: what short-term 
and long-term cyber-security challenges are affecting 
airports and the aviation industry 

•  leadership and governance: how there is a formal 
management structure in place, and how the organisation 
is capable of managing the cyber-security risk 
commensurate with the organisation’s business scope, 
assessed risk and risk appetite 

• risk assessment: how an organisation demonstrates 
a capability to identify its assets and understand the 

Focus areas 

associated threats and vulnerabilities of them 
•  protection and mitigation: what steps are taken to 

mitigate the effects of threats from both within and 
outside the organisation 

• detection and response: how an organisation 
demonstrates an ability to recognise incidents from 
trends and anomalies, identify sources of information 
and analyse it in a holistic manner 

•  recovery capabilities: what steps are taken to stop, 
investigate and recover from any attempted or 
successful cyber attack in a timely manner 

•   operational technology security: whether an 
organisation recognises and addresses the cyber-
security risks from its OT systems. 

OUR RESEARCH 7
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From these findings we were able to gain insight into what drives cyber-security vulnerability within airports, and also what 
tools are available to mitigate the risk of attack.
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1.  Increased technology usage

Technology plays a key role in airport operations. And 
unsurprisingly, airports have significantly increased their 
reliance on technology and automation in recent years to 
meet their business objectives. 

Operational technologies

Airports continue to invest in new and innovative OTs to 
increase speed and reliability at common bottlenecks. 
Examples of this include the use of electronic tags for 
baggage handling and tracking, remote check-in, smart 
boarding gates, faster and more reliable security screening 
technologies and biometric immigration controls, which 
drive major efficiency benefits at airports. 

The reliance on cutting-edge, yet less mature, OTs might 
bring significant improvements but could also expose 
airports to new risks and unknown threats. In particular, 
many of these new developments automate existing 
passenger processes. They give users a more direct interface 
with complex automated operational systems, for example, 
self check-in, self bag drop or self-boarding. 

Data and analytics: in-house and outsourced

Airports are also introducing big-data solutions to provide 
more accurate enterprise decision-making, and releasing new 
apps and services to improve a now ubiquitous self-service 
model. On-site infrastructures are increasingly transitioning 
to the cloud for improved flexibility and scalability. However, 
these initiatives are not exempt from risk. Moving services 
to the cloud also makes airports more reliant on secure 
communications. Big-data models require the integration of 
huge amounts of data from different sources, and developing 
new open services and apps can also increase exposure to 
new and present sources of attack. 

This trend is affecting both IT and OT environments, 
where airports are outsourcing to take advantage of 
new technologies and then having to rely on the security 
of external third parties. Regardless of whether these 
technologies are outsourced or insourced, their adoption 
brings a set of new and unknown risks that must be 
appropriately addressed. 

Air traffic control connectivity: data-link messaging and 
remote towers and more

Communication between the air traffic control tower and 
aircraft is increasingly shifting away from traditional radio 
voice communications towards data-link technologies. This 
is facilitated by the use of electronic flight strip systems 
in tower environments, which support the automatic 
generation of clearance messages. The use of data-link in 
this way provides clear benefits to both controllers and 
pilots, in terms of efficiency and the removal of human 
error and ambiguity in voice messages. However, it also 
introduces significant new risks, in particular, the loss of the 
credibility check that is inherent to a voice communications 
environment, where all parties are using a shared voice 
channel. While a pilot may be able to identify an unfamiliar 
or suspicious-sounding clearance received as a voice 
command from another human, a data-link message from a 
malicious source may be impossible to identify.

At many large airports, for example, Heathrow and Gatwick, 
a significant majority of aircraft now receive their departure 
clearance via a data-link service. New concepts such as 
D-TAXI (part of the Single European Sky ATM Research, 
SESAR, programme) will enable controllers to communicate 
with aircraft via datalink during the taxi phase. This will 
further increase the opportunities for cyber-terrorism 
activities through the issuance of false clearance messages.

In addition to its role in replacing voice communications, 
there is also an increasing use of data-link technology for 
surveillance purposes. Automated dependent surveillance-
broadcast (ADS-B) involves an aircraft transmitting its 
location and various other parameters on a regular basis 
(typically once per second). This information can be received 
by anyone with access to an inexpensive receiver and used 
to track the movement of aircraft around the airport. In 
addition to its use on aircraft, ADS-B transponders are 
increasingly being fitted to airport ground vehicles in order 
to allow air traffic controllers and airport operators to 
monitor their location. It is therefore becoming easier for 
third parties to gain a highly accurate picture of operational 
traffic around the airport, posing a significant new security 
risk to airport operators.

SEVEN KEY TRENDS INCREASING SUSCEPTIBILITY TO CYBER ATTACK 9
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2. Hyper-connectivity

Aiming to make the best of the available information, 
airports have moved towards centralised architectures. These 
connect different systems through middleware platforms, 
integrating all the information in central operational data 
repositories, often called airport operational databases. 
These centralised systems take account of the different 
information requirements of the users involved in the 
operations, allowing for real-time and two-way data sharing 
across diverse systems and networks of the different internal 
and external airport stakeholders (eg ground handlers, 
airlines, etc). 

At the same time, travellers’ expectations for connectivity 
are ever increasing, and they demand access to high 

bandwidth networks wherever they go. Even at airports, 
passengers want easy and high-speed internet and 
multimedia options. They’re also increasingly looking for 
real-time information, and to interact with the airports and 
related stakeholders directly and on the go. 

A hyper-connected model allows airports to meet those 
needs, share information and provide services to the 
different parties in an efficient way (often sharing the same 
infrastructure). However, this requires trust in other parties’ 
systems, which can mean the operator has less control 
across the whole architecture, and creates the possibility 
that new systems will affect existing ones. This brings a 
larger attack surface for cyber criminals to exploit and the 
possibility that they could affect multiple stakeholders. 

3.  Data-sharing obligations

Air navigation service providers (ANSPs) are increasingly 
under pressure to reduce charges and to integrate and 
harmonise national airspace and air navigation services. 
System Wide Information Management (SWIM) has evolved 
into a global concept that has been adopted by the 
International Civil Aviation Organization to facilitate greater 
sharing of air traffic management (ATM) system information. 

The SWIM programme is an integral part of this 
transformation. It will connect air traffic control systems 
and will also enable interaction with other decision-makers, 
including other government agencies, airports and airspace 
users. SWIM is now part of development projects in both the 
United States (Next Generation Air Transportation System, 
or NextGen) and the European Union (SESAR programme). 

The report “SESAR Strategy and Management Framework 
Study for Information Cyber-Security Application to System 
Wide Information Management Research and Development” 
outlines how SWIM will bring new interoperability, enabling 
information management through common models, facilitated 
by intranet and internet connections. This system of systems 
will consist of sparsely connected nodes using a common 
shared information model to exchange information over shared 
connections across different geographies. As a consequence, 
the current attack surface will increase significantly as these 
nodes are exposed to malware and cyber attacks. These could 
potentially allow access to currently isolated networks and 
bring new possibilities of lateral movement across the targets. 
This also creates a need for the different stakeholders involved 
to be confident that information being shared can be trusted, 
and has not been altered along the communications channels. 

10
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4. Customer centricity

As with any other business, airports need to understand their 
customers to offer the right range of services. A major generator 
of revenue for some airports is non-aviation sources such as 
retail concessions. However, due to the changing demographic 
of air passengers and the use of low-cost airlines, this revenue 
is diminishing as passengers prefer to buy online rather than 
in-store. This means it is important for operators to understand 
how to maximise non-aviation revenue in times of constraints on 
regulated charges and develop new business models. 

Partly, that means recognising that the customer experience 
of a passenger starts at home instead of when they enter 

5. IT/OT towers

Some airports generate significant income from non-aviation 
sources, such as retail concessions. Traditionally,  IT systems 
have been isolated from OT systems. However, the integration 
of the two can bring significant efficiencies, allowing real-
time data gathering, processing and decision-making. 
The ability to constantly monitor a system’s health, track 
operational processes, receive instantaneous information and 
exchange data with IT systems opens a whole new world of 
opportunities to improve airport operations. 

This integration is becoming easier with the growing use of 
commercial off-the-shelf products, and typically IT-related 
protocols (eg the Internet Protocol) found in most modern 

the airport. Following in the steps of airlines, airports are 
now increasingly seeking to engage with passengers through 
airport-related apps, providing consistent messaging to 
develop brand recognition and sharing notifications of flight 
delays and services. 

To achieve this, operators need to be able to track 
passengers throughout the airport in order to gather and link 
information to understand the preferences and behaviour 
of individual customers. They then need to customise and 
adapt services provided to them. As a result, airports will 
hold more personal identifiable information and have to deal 
with related security issues. 

OT systems. The record amount of information on ICS and OT 

online, including user and operation manuals, can potentially 

facilitate cyber attacks. 

As a result of this convergence of IT and OT, ICS have 

also become vulnerable to the same type of attacks as IT, 

significantly expanding the threat landscape and increasing 

the potential impact on the operations. Reports of ICS-

related attacks are on the rise, especially in recent years. 

According to the U.S. Department of Homeland Security, OT 

operators were the most targeted sector of cyber attacks in 

2015, making IT and OT integration-related security more 

important than ever.

SEVEN KEY TRENDS INCREASING SUSCEPTIBILITY TO CYBER ATTACK 11
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6. Remote towers

ANSPs, airport owners and operators, and related 
stakeholders face growing pressure to reduce their operating 
costs while maintaining safety and efficiency. In this context, 
the interest in digital remote towers as a replacement for the 
primary control tower, or even as a contingency, has grown 
significantly in the last few years. 

Ornskoldsvik Airport in Sweden was the first in the world 
to get this system approved as the primary provider of air 
traffic control. And since 2015, flights have been controlled 
by a remote tower 110 miles away. Today, there are several 
test sites around the world (Leesburg International Airport, 
the United States; Værøy heliport, Norway; Alice Springs 
airport, Australia), and many major airports across the 
world, that are considering adopting this approach. In 2009, 
the virtual contingency facility at Heathrow was the first 
virtual tower to achieve certification to provide contingency 
operations if the main visual control tower became 
inoperable. This facility, which is much more cost-effective 
than building a secondary tower, can provide capacity of up 
to 70 per cent of the main tower. 

In May 2017, NATS Holdings announced that London City 
Airport will become the first in the UK to use a remote 
tower as its primary control facility, with a prototype system 
already in place and plans for operations to move from the 
existing on-site tower by 2019.

A number of airports are also exploring the option of 
providing remote control and monitoring for air traffic 
control systems in the tower and on the airfield. This allows 
engineers in a central location to oversee the status of 
systems at multiple airports, performing remote diagnostics 
and intervention where required. This is particularly 
beneficial for smaller airports, where the provision of on-site 
engineering support at all times is uneconomical.

There are multiple benefits in terms of enhanced safety, 
flexibility or scalability and the initial investment required. 
Additionally, this kind of tower inspires new business 
models, allowing for the management of different airports 
simultaneously and creating possibilities for  
on-demand services in the future. 

Unlike physical control towers, these critical systems 
become highly dependent on the data links that transmit the 
information from one place to another. So a cyber attack (denial 
of service, network flooding) or physical attack (cable cutting, 
damaging network equipment) could disrupt operations. That 
would make it impossible to manage airport traffic. 

7. Airports as mega hubs

In their ambition to grow their business, airports have 
become hubs, providing services for particular airlines or 
regions, and bringing a significant increase in operational 
volume and the need for greater integration. As the airports 
become larger, collaborative decision-making technologies 
and processes are commonly implemented to share greater 
data flows between the different stakeholders involved 
in airport operational processes. They also utilise more 
integrated systems. 

Larger infrastructure and greater operational complexity 
is also needed to achieve more passenger throughput, 
which results in the installation of more efficiency-oriented 
technology and greater automation of the IT and OT systems. 
These airports are then more exposed to attacks, and their 
iconic status makes them more appealing for attackers. 

Two of the most significant examples of this trend are in 
Istanbul and Dubai. In Istanbul, the new airport currently 
being constructed will be able to handle 150 million 
passengers and will serve as a hub for connecting flights 
between Europe and Asia. The expansion of Dubai 
International Airport, the main hub for Emirates, will allow 
it to process up to 123 million passengers in 2023, by 
improving technology and streamlining processes. 

© PA Knowledge Ltd | April 2018
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5HOW DO THESE TRENDS IMPACT 
AIRPORT CYBER SECURITY?

PA’s insights focus on the nature of the 
cyber-security issues and challenges 
that need to be addressed by new and 
existing airports. Drawing on our extensive 
experience of working on the security 
of critical national infrastructure across 
numerous sectors, we set out the findings 
of industry.

Increasing digitalisation 
means cyber risks are being 
taken more seriously 

Cyber security is seen as a top 10 risk at the  
executive level 

At all the airports we studied, cyber-security was viewed 
as a top 10 risk at the executive level. The understanding 
of cyber-security risks varied among these individuals. 
However, there was clear support that flowed down through 
the governance structure. In considering cyber security risks, 
it was noted that mature organisations did not view cyber-
security in isolation, recognising that it may lead to the 
realisation of other top 10 risks. 

Mature organisations adopt life-cycle approaches inclusive 
of cyber-security considerations 

It is well known that retrofitting cyber security to a system is 
both more complex and costly than designing it in from the 
beginning. Many organisations, however, still fail to do this, 
as threats to systems continuously change over the typical 
lifespan of OT systems. Mature organisations design for 
security from day one, incorporating flexible solutions that 
will ensure risks are acceptably managed now, and as threats 
evolve over time. 

Cyber security should be integrated into day-to-day 
processes and procedures 

While the exact methods of a cyber attack may only be of 
interest to cyber-security professionals, other parts of the 
organisation need to understand that it is a key business risk 
that can affect day-to-day operations. Organisations can 
help facilitate this by incorporating cyber-security aspects 
into existing processes and procedures to better manage 
the risks. Cyber security needs to be a part of existing 
incident response and business continuity plans. That 
means all incidents are managed in the same way, whether 
cyber security is involved or not. The benefits are that the 
organisation then has clear procedures that are applicable 
in multiple circumstances and only draw on cyber-security 
specific aspects when needed.

Airports are well connected 
to threat intelligence 

Airports are well connected to government authorities and 
national computer emergency response teams (CERTs) 

Most of the airports we interviewed had links to different 
government organisations that provided access to threat 
intelligence that could be fed into their security operating 
centres (SOCs) and risk assessment processes. This provided 
better situational awareness, enabling these airports to 
understand the threats that they faced, and identify any 
gaps in their current security practices. For example, a 
growing occurrence of cyber attacks against other airports 
exploiting a particular common system vulnerability 
may result in the airport prioritising the patching of this 
vulnerability above all others. Some airports had stronger 
links with these organisations than others, which may be due 
to the maturity of the airports or the maturity of government 
outreach programmes. Whatever the reason, there is greater 
scope for the formalisation of these relationships to ensure 
they are robust and provide maximum benefit. 

© PA Knowledge Ltd | April 2018
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There is no uniform model 
to manage airport cyber 
security 

There is no standard operating model as each airport is 
organised differently 

The US Federal Aviation Administration defines an airport 
as “any area of land or water used or intended for landing 
or takeoff of aircraft including appurtenant area used or 
intended for airport buildings, facilities, as well as rights of 
way together with the buildings and facilities”. It categorises 
airports by type of activities based on the number of 
passengers boarding. 

The reality is that airport operating models can vary 
significantly, depending on their main purpose and related 
strategic objectives. There are a number of factors that can 
influence an airport’s operating model. That includes complex 
aspects… economic context. There are also fundamental 
factors such as the purpose and the geopolitical, regulatory 
or economic context, as well as more fundamental factors 
such as the passenger volume and the profile of passengers 
it will handle (eg a predominantly tourist airport compared to 
one that mainly deals with freight). 

For example, a commonly used classification of commercial 
airports is whether they serve as connection hubs (indirect 
flights requiring passenger transfers) or they primarily serve 
direct point-to-point flights. This affects airport design factors 
such as the distribution of the terminals, planning of passenger 
flows, service distribution and equipment deployment. Airport 
management has to consider a wide range of factors, including 
performance efficiencies for airlines, technical requirements of 
aircraft, airport–airline relationships, development of routes, 
services offered to travelling customers, and the security and 
environmental impacts. 

All these strategic drivers affect the operating models and 
organisational designs of an airport. This implies there are 
different types of assets being managed; different risks, 
vulnerabilities and threats being faced; and significant 
variations in the impacts that could result from a cyber-
security incident.

Regional influences affect airport operations and 
approaches to cyber security 

International airports handle passengers from all around 
the globe. However, their day-to-day operation and cyber 
security depends on regional influences to some extent. 
Airports can lean towards their own national standards, 
international standards or the standards of other nations in 
their region of operation. 
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For example, ISO 27001 is an international standard, while 
the NIST Cybersecurity Framework (CSF) is a US framework 
that has been adopted by many countries. Airports operating 
in countries with a compliance culture for cyber security are 
more focused on implementing controls, while others take 
more of a risk-based approach. While both models have their 
merits, airports need to choose a method that suits them in 
identifying gaps and addressing cyber-security risks.

Threat profile can be affected by the time of year 

There are many factors that can affect an airport’s threat 
profile, including the time of year. For example, in the 
summer months, airports typically have a greater number 
of daily passengers, which can increase the threat and 
impact of a cyber security-related incident. During these 
busy periods, there are greater pressures to maintain and 
even extend the availability of airport systems and services, 
leading to reduced maintenance windows. This compound 
effect of increased threat and reduced maintenance windows 
results in airports operating at increased levels of risk. 
It is important for airports to recognise such trends and 
implement mitigation strategies.

IT and OT worlds are converging – it’s no longer possible 
to manage them separately 

With the growing need for businesses to utilise and exploit 
their data for business efficiencies, it has never been more 
essential to integrate IT with OT. Airports are no different in 
this respect, with the complication that a large part of their 
business is to provide the systems and services to support 
their tenants, ranging from airlines to retail outlets. 

The distinction between IT and OT is also diminishing with 
the increased use of underlying IT technologies in OT. For 
example, Ethernet and TCP/IP enable the provision of new 
types of systems and services. These two domains are still 
being treated separately, with the responsibility typically 
sitting with different functions in the business. Systems and 
services should be viewed on an IT/OT range and managed 
accordingly to mitigate the cyber-security risks that could 
affect their normal operation. 

OT is typically seen as the responsibility of operations 
where the safety and availability of systems and services 
are key. IT is viewed in the traditional sense of information 
management, where importance is placed on the 
confidentiality and integrity of data used by systems and 
services. As the ultimate responsibility sits with different 
roles, only by working together can there be effective 
oversight of cyber-security risks across the airport. In some, 
but not all, of the airports interviewed, the responsibility of 
both IT and OT security lay with the same individual, which 
may help provide a more balanced view of the cyber risks. 
Without this balance, there is a risk that cyber security will 
be seen as only affecting IT systems. 

HOW DO THESE TRENDS IMPACT AIRPORT CYBER SECURITY? 15
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Security operations infrastructure varies significantly 

Situational awareness of the networks within an airport, 
and the threat landscape in which it operates, is paramount 
to the identification and response to incidents. All of the 
airports studied contained a network operations centre 
that could monitor network activity, while only some had 
the capabilities of an SOC. Whether SOCs are managed 
in-house or by external third parties, they provide added 
security benefits by providing operators with the ability to 
fuse information from multiple sources. This helps operators 
gain a better understanding of an incident and manage the 
response as it unfolds.

People create the biggest 
vulnerabilities, but are also a 
significant part of the solution 

Cyber-security maturity is often affected by the person in 
charge, their experience and the governance structure 

Although cyber-security maturity depends on different 
factors, it usually begins with embedding awareness within 
the organisation. Awareness starts at the top, and then filters 
down through the organisation, with the most cyber-security 
mature airports having an experienced head. Typically, these 
individuals raise awareness by generating commitment, 
implementing processes, providing adequate tools and 
establishing an appropriate governance model to implement 

cyber security across the organisation. 

Users of airport systems have different levels of understanding 
of cyber security, and the ways they can be influenced 

It is widely recognised that humans are the weak link in 
cyber security, with airports containing a complex mixture 
of employees, contractors, law enforcement and border 
control officials, and passengers. Each type of user requires 
different systems, which also need to be managed. The 
level of cyber-security awareness also varies greatly among 
these users, as they require different training and awareness 
methods. For example, it is reasonable for an employee or 
contractor to attend a cyber-security briefing before gaining 
access to airport systems. However, the same requirement 
is unreasonable for a passenger to access the airport’s 
Wi-Fi. Airports should factor both the user and training 
requirements into the design of systems and networks to 
minimise cyber-security risks. 

Contractors and third parties create additional risks that 
must be managed 

The security of an organisation can be put at significant risk 
by third parties, for example, vendors support organisations 
and other entities in the value chain. Technologies and 
services that are outsourced to third parties, such as 
proprietary systems, or that allow greater interconnectivity, 
such as remote access or internet connectivity, bring new 
threats from outside the organisation. Third parties are often 
considered a weak link and must therefore be engaged as 
part of the security programme at the earliest stage, with 
steps taken to reduce the associated risk.  
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6PRACTICAL STEPS TO OVERCOME 
CYBER-SECURITY CHALLENGES

The practical steps that airports should be 
taking to support each of these actions are 
detailed below. 

Take a holistic, enterprise-
wide, risk management 
approach to cyber security 

 

Cyber-security risk is just one of the many risks that 
airports face. Cyber security is not a stand-alone area. It 
should be included in a holistic and enterprise-wide risk 
management approach to ensure all aspects are addressed 
across the business. 

Conduct a holistic cyber-security risk assessment during 
early stages 

Conducting risk assessments can help airports gain a rapid 
insight into the risks they face from cyber-security threats. It 
also provides a summary of potential areas that need to be 
addressed. Through the analysis of the key vulnerabilities, 
airports can identify quick wins to improve security fast, and 
develop a high-level plan to help them reduce the residual 
risk and protect their business from cyber attack. Risk 
assessment should cover both IT and OT aspects to gain a 
more complete view of the entire business.

When assessing risks, it is important to recognise that cyber 
risks are not just about the confidentiality of information but 

about the availability and integrity of operational systems. 
Cyber threats can cause significant disruption and can 
impact safety. 

Identify critical assets and systems 

An airport should identify its critical assets and systems 
in order to understand the threats it faces and effectively 
manage cyber-security risks. By understanding these 
systems and their dependencies, an airport can adopt a 
graded approach to security, focusing effort and resources 
on more critical assets, protecting these systems from 
potential threats and minimising the impact of an incident. 

Address cyber security in all areas of the business 
A level of priority should be placed on cyber security-related 
risks as they can impact both information and operational 
services. Recognising cyber security as one of the key 
business risks will help ensure that it is monitored and 
managed effectively. 

Ensure that cyber security is addressed in all areas of  
the business 

By moving away from the outdated concept that cyber 
security is purely an IT function, airports can ensure a shared 
understanding of the risks that can then be managed by all 
areas of the business. This concept also applies to the supply 
chain, where any weaknesses in the level of cyber security 
could lead to a cyber-related incident affecting the airport.
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Ensure that an airport is 
secure by design 

The cyber-security risks of an airport and its systems 
should be understood and managed from day one. 
Including security requirements in the design stage 
can help to improve the robustness of an airport and 
enable it to cope with new and emerging threats. 

Develop a robust security architecture that is part of the 
overall airport architecture 

Security architecture plays a big role in the overall level of 
security of a system, and can be difficult to modify once 
implemented. A robust security architecture will act as a 
solid basis to provide secure systems and services to the 
many types of airport tenants and passengers that pass 
through on a daily basis. 

Ensure cyber-security requirements are included in all 
specifications 

The most effective way to implement cyber-security 
measures is to include them as part of the original system 
or service deployment, instead of retrospectively. Including 
security requirements and factoring in measures at the 
beginning makes systems more robust. Cyber-security 
requirements should also include how the system is operated 
to reduce the risk of unauthorised access or system misuse. 
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Adopt a life-cycle approach 
to cyber security 

Cyber-security risks in systems change with the airport 
operating environment and evolving threats. Systems should 
be designed, built, operated and decommissioned with this 
in mind. 

Ensure cyber-security requirements are included in all 
procurements 

Including cyber-security requirements into procurement 
contracts ensures that vendors share some of the security 
responsibility of a newly implemented system or service. 
Vendors and integrators are getting better at providing 
security for their product. However, organisations still need 
to include cyber security as a tender assessment factor in 
open tender competitions. 

Design systems so they are easy to maintain from a 
security perspective 

Security patching is one of the most effective ways of 
reducing an organisation’s cyber-security risk. However, the 
difficulties lie with the sheer number and types of platforms 
that need to be updated. The overall burden of cyber-security 
maintenance for an airport can be reduced by minimising and 
consolidating the number of software and hardware platforms 
that provide the airport with its systems and services. 
Technologies such as software as a service can help in this 
through the use of a small number of platforms to deliver 
many services that can be managed and updated centrally. 

Design systems that are compartmentalised to prevent 
domino effects of compromise 

Implementing defence in-depth principles, and zoning 
where possible, can help to detect early signs of 
compromise and minimise the spread to other systems. By 
compartmentalising systems, they can be disconnected from 
each other in the event of an incident. It may be possible to 
run these in isolation to maintain a level of operation without 
jeopardising other airport systems. 

Establish strong cyber-
security leadership and 
effective governance 

Strong cyber-security leadership within an organisation 
is a clear indicator of cyber-security maturity, visible 
to both internal staff and external stakeholders. 
This visible backing fosters a positive cyber-security 
culture, supported by effective governance that flows 
throughout all levels and areas of an organisation. 

Implement a cyber-security governance framework based 
on international standards and emerging industry best 
practice 

An effective cyber-security programme should include 
the use of a governance framework based on international 
and industry standards and guidelines to ensure that all 
necessary aspects are covered. There are many different 
frameworks, standards and guidelines that can be used 
to help improve the cyber security of airports. These 
include ISO 27001, UK Centre for the Protection of National 
Infrastructure’s Security for Industrial Control Systems, US 
NIST CSF and ISA/IEC 62443. However, industry-specific 
guidance and frameworks for cyber security are now starting 
to emerge for the aviation sector and should be monitored 
as they mature. 

Single point of accountability at leadership level for end-
to-end cyber security 

Having a single point of accountability for cyber security 
can reduce conflicts of interest when balancing the needs 
of the business with the management of cyber risks. The 
single point of accountability should have the authority 
to implement cyber security throughout the organisation. 
Organisations should nominate a board member to be 
responsible for cyber security and should preferably be in a 
C-level position. 

Understand the legal and regulatory requirements for 
cyber security 

The legal and regulatory framework in different countries 
greatly affects how an airport operates. This also has an effect 
on cyber security and the approach taken to its management, 
whether primarily risk-based or compliance based. 
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Align cyber, physical and 
personnel security 

An airport is a highly complex operational environment, 
which typically in the past only had to deal with physical 
and personnel security-related threats. With the increased 
use of connected technologies in both IT and OT, security 
disciplines should align to provide effective holistic security. 

Ensure cyber security is part of the overall security plan 

The security plan of an airport should describe how security 
is managed within the airport and outline the security 
controls that are in place. Cyber-security aspects should be 
included in this plan to ensure that it’s not overlooked. 

Establish a security 
monitoring and incident 
response capability 

The development of incident response plans based on 
plausible scenarios can help prepare an airport in the 
effective management of an incident, and reduce the overall 
impact to the business and its customers. Plans should 
be tested on at least a yearly basis to ensure that incident 
response teams are suitably briefed, trained and aware of 
their responsibilities. This can help to identify any gaps in 
response plans and be used to refine existing response plans.

Obtain threat intelligence from internal, external and 
government sources 

Airports should identify and reach out to different sources to 
obtain the latest threat intelligence that may directly concern 
the airport or the wider aviation industry. Equipment 
manufacturers, vendors and integrators are also a useful 
source of vulnerability and threat information for the 
equipment used, such as programmable logic controllers 
for the baggage handling systems. By monitoring different 
sources and feeds, an airport can improve its situational 
awareness, providing early warning of possible threats. 

Develop a capability for incident investigation and forensics 

It is important to understand the root cause of a cyber-security 
incident to aid recovery. Having an incident response and 
forensic capability, whether in-house or provided through an 
external third party, is essential to carrying out an investigation 
of an incident. Even after an incident has passed, the knowledge 
gained can help to prevent further future occurrences. 
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Ensure cyber-security 
stakeholders are identified 
and managed 

The internal stakeholders can be loosely defined as being 
employed by the airport, which includes commercial functions, 
operations teams and airport security. External stakeholders 
are found both on-site and off-site and include the airlines, 
air traffic control, law enforcement and border control. 

Internal stakeholders 

Internal stakeholders are likely to have access to more critical 
systems and should be identified and managed accordingly. 
This higher level of system access can result in insiders 
having a greater impact, given that they would have direct 
access to systems and specific knowledge on their operation. 

External stakeholders 

There are many external stakeholders who regularly interact 
with airports who should be identified and managed 
accordingly. Government security agencies and national 
CERTs can help by providing security advice to augment 
existing security practices. In contrast, airlines and vendors 
connecting directly to airport systems and services can 
create a further avenue for attack.

Establish a strong cyber 
security culture 

There is a strong physical security culture in airports, with 
the threat of terrorism still at the forefront of people’s 
minds. Additionally, a strong safety culture is established 
in the aviation industry. A similar culture should be 
established for cyber risks where people are alert to the 
risks and help to minimise the airport’s overall exposure. 

Establish cyber-security awareness and training 
programmes at an early stage 

Humans are still seen as one of the weakest links in cyber 
security and can be easily exploited to provide unauthorised 
access to systems through social engineering. Raising the 
awareness of staff and contractors can help reduce the risk of 
cyber security-related social engineering attacks like spear-
phishing. Empowering individuals to report suspicious activity 
can also improve threat monitoring capability generally.



© PA Knowledge Ltd | April 2018

22 ENSURING CYBER RESILIENCE IN AIRPORTS, NOW AND IN THE FUTURE

7ENSURING CYBER RESILIENCE IN 
AIRPORTS, NOW AND IN THE FUTURE

AN AIRPORT
THAT IS SECURE

BY DESIGN

A LIFE-CYCLE 
APPROACH TO
CYBER
SECURITY STRONG

CYBER LEADERSHIP AND
EFFECTIVE GOVERNANCE

ALIGNMENT BETWEEN CYBER, 
PHYSICAL AND PERSONNEL

SECURITY, AND SAFETY  

A SECURITY
MONITORING

AND INCIDENT
RESPONSE

CAPABILITY

CYBER-SECURITY
STAKEHOLDERS ARE IDENTIFIED

AND MANAGED

THE 
ESTABLISHMENT

OF A STRONG
CYBER-SECURITY

CULTURE

Figure. 1: Essential elements of an airport cyber-security response

Insights from this study, and our 
experience across sectors, suggest there 
are a number of steps airports need to 
take to adequately identify cyber risks 
and put in place appropriate mitigations 
and responses. These actions centre 
around taking a holistic, enterprise-
wide risk management approach to 
cyber security as shown in Figure 1.  

This means: 

• Ensuring that an airport is secure by design 
•  Establishing strong cyber-security leadership and effective governance 
• Adopting a life-cycle approach to cyber security 
• Aligning cyber, physical and personnel security 
•  Establishing a security monitoring and incident response capability 
• Ensuring cyber-security stakeholders are identified and managed 
• Underpinned by the establishment of a strong cyber-security culture 
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If our perspective got you 
thinking, or you believe you 
could use our expert support,  
please get in touch with one 
of our airport and aviation 
specialists: 

CHRIS LYNCH

Global Transport, Travel and Logistics 
Sector Lead

DAVID OLIVER

Global Transport  
Security Lead

JUSTIN LOWE

Cyber Security Lead

paconsulting.com/transportsecurity
+44 (0) 207 333 6185
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