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Driverless cars, or Connected Autonomous Vehicles 
(CAVs) are hard to avoid. Almost every week, they’re 
on our TVs and radios, and in our newspapers. Some 
are even on our roads, in a growing number of pilot 
projects. Established automotive giants are busy 
developing autonomous vehicles. So are newer car 
builders like Tesla. And of course, so are disruptors  
from outside the industry, like Google and Apple. 

Already, our cars can do some of our thinking for us. 
They tell us when we’re too close. They help us park 
and stay in lane. They turn on their own lights and 
wipers. They’re connected to manufacturers. And they 
tell emergency services when we’ve had an accident. 
But we’re still in the driving seat, doing the driving. 
These evolutions are just embellishments of cars as 
we’ve always known them.

CAVs promise a revolution. They’ll be in control. 
We’ll be passengers; picked up, dropped off at our 
destinations and picked up again when it’s time  
to go home. 

In theory, when they’re on our roads, our lives will be:

• Safer; we’ll have fewer, less serious accidents

• More efficient; we’ll get about faster on less 
 congested roads

• Greener; less congestion means more fuel  
 efficiency, lower emissions and cleaner air

• Freer; less driving means more time for other things

Is it just hype? If it’s not, how long before these cars 
are actually on our roads? What needs to happen to 
make them a reality? 

Besides the technology, many things will need to come 
together, including:

Regulation: who oversees how the vehicles are used 
and what new laws will we need?

Insurance: who’s liable if something goes wrong?

Compliance: how do we enforce laws and regulations?

Roads: do we need new ones? How do authorities 
work with other bodies to cater for driverless cars?

Users: will people think it’s worth switching to 
driverless cars?

Clearly, while the technology matters, it’s about  
much else besides. Nothing is solved until everything 
is solved.

To find out how close we are to the driverless 
revolution, we’ve created a framework of the 
capabilities behind it. It raises important questions 
from the many different perspectives involved in 
making driverless cars happen. This report shares 
what we’ve found so far by using the framework  
to get experts’ views. And we’ll carry on using it  
to plot progress towards roads without drivers.

Charlie Henderson 
Partner, Roads & Regions 
PA Consulting Group
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WHO SHOULD READ THIS REPORT

Insurers
Liability is the big question. Can a driver who isn’t 
driving be liable for an accident? As well as that, 
insurers have to figure out how to:

• price risk for events that haven’t been tested  
 – with no historical data to draw on, the usual 
 method won’t be an option early on

• investigate claims – insurers will need to identify 
 mechanical faults or software glitches in cases 
 where manufacturers are liable

• insure driverless car manufacturers – they’ll 
 need extra cover because insurers will be able 
 to claim against them for software problems.

Automotive Manufacturers
All car builders are investing heavily in driverless 
cars. They’ll have to decide how the driverless 
revolution will affect their business model. 
Will they be selling cars or smartphone-like 
entertainment platforms? Will they be selling  
cars at all, or leasing them as ‘mobility as a 
service’ (MaaS) providers? All manufacturers  
are placing bets on how the ecosystem will 
develop. The speed of that development  
will decide who comes out on top.

Regulators and Legislators
Regulators and law makers can enable driverless 
cars or block them. Attitudes will vary. Some 
will be cautious, others liberal. Legislators and 
regulators could see a chance to create an 
environment that puts their country ahead; 
encouraging investment and driverless car trials.

Already manufacturers and technology 
developers are moving, stopping and starting 
trials based on signals from regulators. 
Technology developers, are watching for signs 
like:

• recognition that driverless cars are different  
 to existing cars

• a stable, consistent and forward looking regime

• scope for innovation in elements that hold 
 competitive advantage, but rigid standards for 
 elements that don’t.

Communications  
and systems providers
Disruptive change to any industry creates effects 
that are hard, and sometimes impossible, to 
predict. Think about the advent of ‘text speak’ 
brought about by SMS messaging technology, 
or the growth of vlogging made possible by 
smartphone cameras and platforms like YouTube. 
Consumer trends like these are unpredictable, but 
significantly change ways of working and how 
future products and services develop. 

Car makers have segmented their products  
based on driving experience and refinement.  
New mobility, with its new use cases and  
in-car functionality, means consumers will  
expect new choices and outcomes from  
their mobility providers.  

For communication systems and connectivity 
providers, the challenge will be how to stay 
relevant in this new ecosystem. A key step to 
achieving that will be to segment customers  
by the outcomes they’re looking for.

Government and policy makers
CAVs could transform city landscapes and create 
many jobs for those with the right technology 
skills. But demand for commercial drivers will 
probably plummet.

So far, car builders and tech entrepreneurs, most 
of them overseas, have led on developing mobility 
technology and services. But UK national and 
regional governments need a strategy to make  
sure the UK shapes the implementation of 
connected and autonomous vehicles. This will 
help make the most of the potential benefits and 
minimise the negatives. Not doing this could see 
the UK’s commercial driving jobs becoming  
hi-tech jobs in California.

Highways authorities
Because cars have evolved only gradually, the 
way we manage roads hasn’t had to change 
substantially or quickly. CAVs will change that. 
Highways authorities face challenges beyond 
operational ones like adapting road markings  
and traffic lights. The strategic challenges could 
take them by surprise if they don’t collaborate 
with manufacturers. If they work independently,  
it could hold up adoption or undermine safety. 
And managing a mixture of driverless and 
conventional cars will need them to join forces  
to create the right operational protocols.

Law enforcement
The law today centres on control of  
the vehicle. Defining that becomes harder when 
the car is the driver. Enforcers need new skills  
to analyse software as evidence. They’ll need  
to discern which vehicles are autonomous and 
judge how non-CAVs interact with them.
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WHAT DO WE NEED TO  
ENABLE DRIVERLESS CARS? 

Figure 1. PA’s CAV Capability Framework

Ownership  
of regulation

Common 
vehicle 
technology 
standards

Defined 
interaction 
protocols

Vehicle test 
regime

Minimum user 
requirements

Regime to 
regulate oper-
ators

Regulator an-
ticipates new 
technologies

OEMs have vi-
able technolo-
gy strategies

OEMs have 
required 
capabilities

OEMs have 
suitable busi-
ness models

OEMs provide 
engaging user 
support

OEMs antici-
pate needs of 
other stake-
holders

Insurers have 
defined prod-
ucts

Risk for CAV 
applications is 
quantified

Insurance 
products 
accepted by 
market

Business 
models 
support CAV 
customer 
journey

Insurance 
market trans-
parent

Enforcement  
of regulations

Policing of 
vehicles oper-
ations

Policing of 
driverless cars

Certifying 
users

Policing 
criminal use of 
CAVs

Demand  
for CAVs

Benefits 
understood

Issues under-
stood

User groups 
engaged

AV require-
ments consid-
ered

Budget for AV 
requirements

Infrastructure 
design prin-
ciples

Technology 
understood

Cyber security 
safeguards

Communica-
tion transfer

Revenue 
framework

Quantified 
economic 
benefits

Negative 
impacts un-
derstood

No geograph-
ic boundary 
issues

Market  
demand  
stimulation  
by policies

Environment 
supports fur-
ther develop-
ment

Regulator an-
ticipates new 
technologies

OEMs antici-
pate needs of 
other stake-
holders

Insurance 
products 
accepted by 
market

AV require-
ments consid-
ered

Infrastructure 
design prin-
ciples

Communica-
tions transfer

No geograph-
ic boundary 
issues

Robust 
vehicle 
systems

Suitable 
insurance 
products

Ability to 
ensure legal 
compliance

Supportive 
coherent 

public 
policy

Intelligent 
collaboration 

across the 
sectors

User  
buy in

Effective  
infrastructure 

and operational 
process

A suitable 
regulatory 

environment

Our approach to measuring the UK’s driverless car capability 

To understand how far the UK is along the road to fully adopting driverless cars, we developed a framework  
of capabilities around the eight challenges depicted in the diagram overleaf. 

We’ve used each of the eight areas as a broad theme for a set of capabilities - 45 in all, across the groups.  
And we’ve applied our maturity scale against each measure to plot the progress of the individual capabilities, 
across the broader framework.

It’s the first time the emerging driverless cars industry and its stakeholders have had a model for plotting progress.

Asking the experts

We talked to more than 50 people involved  
in the UK’s emerging driverless ecosystem.  
They included people from:

• auto manufacturers and their supply chain

• highways authorities

• insurers

• national and local government  
 (including policy makers)

• the police

• law firms

• engineering organisations

• motoring organisations

We asked our panel: 

• How far down the road are we to achieving  
 each capability, on the five-level scale?

• How long will it be before we achieve each  
 capability, in years?

We took the findings into workshops with  
industry and PA experts, and analysed them to 
produce a series of measures of development 
against the required capabilities for CAVs to 
operate on UK roads.

We also ran the same research in Norway, 
Denmark and Sweden (the Nordics), and have 
produced a similar report for those findings.
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Figure 2. PA’s Journey to Successful Vehicle Autonomy Rich Picture

CAVs have received so much hype that most people believe they’re inevitable. But our research shows  
that they’re more than ten years away from being a common sight on UK roads. To reach this conclusion,  
we developed the below framework of the capabilities needed to turn driverless cars into a reality. Then  
we interviewed experts about it, and analysed what they told us.
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HOW WE DEFINE PROGRESS

1 2 3 4 5

Understanding the driverless ecosystem

Using this scale, we can plot progress against each set of capabilities, and draw conclusions  
on how ready that area is for CAVs.  

Whilst media attention focuses on the technology and systems needed for Level 5 automation,  
widespread use of driverless cars depends on tackling other challenges:

• Regulations and laws – what standards do we need for autonomous vehicles?

• Insurance – who’s liable if something goes wrong?

• Compliance – how do we enforce regulations and laws?

• Consumers – will people want driverless cars? What do other road users want?

• Roads – how do highways authorities respond?

• Policy – how will policies develop around issues like vehicle testing?

• Collaboration – how far will stakeholders understand each other’s needs?

What’s more, these capabilities are connected. Even if some technological challenges come close  
to being solved, for example, driverless cars could still be held up because social and legal issues  
haven’t been dealt with. 

Our scale allows us to measure each area, and then compare them all to ascertain a truly realistic  
picture of what needs to be in place across all capabilities, and when.

Measuring progress

Based on our understanding of the whole transport eco-system, and the Autonomy scale overleaf,  
we have developed an Automation Maturity scale to plot progress:

We’ve added a scale to plot progress:

Nothing has  
happened

There is no activity/
development as yet 
with respect to the 
stated capability/ 
end-state

Exploratory 
thinking and 
testing

There is a high-level 
view as to what the 
end-state might 
look like and/or the 
capability required. 
No detailed design 
exists, nor is there 
an implementation 
plan or resourcing 
allocated for this. 
There may be some 
testing, but this is 
exploratory rather 
than rigorous.

Key building 
blocks are in 
place

More detailed 
plans have been 
developed that 
set out how the 
capability with 
be delivered. 
Where relevant, 
resources have been 
identified to support 
implementation.

Implementation 
is progressing

Implementation is 
progressing though 
not complete.

There is full 
maturity against 
the capability

Implementation is 
complete and there 
is a stable capabilty/
end-state. There is 
confidence that this 
capability supports 
the overall delivery 
of a working CAV 
environment.

What do we mean by ‘driverless’?

In the last 10 years, cars have become significantly 
more autonomous. Technology helps us park, 
overtake, stay in lane, brake and control cruising 
speed. But this technology supports the driver, who 
stays in full control. But there’s no common definition 
of ‘autonomy’ in vehicles. The closest thing to it is the 
emerging international standard1 shown below. 

The Tesla S2 is often talked about as ‘self-driving’. Its 
‘autopilot’ capability is an ‘advanced driver assistance 
system that provides a hands-on experience [for 
drivers]… by augmenting their perception, improving 
their decision making, and assisting in their control 
of the vehicle’. But it’s still only on Level 2 on our 
Automation scale, shown on the right.

Getting to Level 5 poses significant technology and 
systems challenges – and so far, what industry and 
the media have largely focused on is a technology 
solution. But widespread use of fully driverless cars 
means solving a host of other inter-related challenges:

SAE level Name Narrative Definition

Execution of 
Steering and 
Acceleration/
Deceleration

Monitoring  
of Driving 

Environment

Fallback 
Performance 
of Dynamic 
Driving Task

System  
Capability 
(Driving 
Modes)

Human driver monitors the driving enviroment

0 No 
Automation

the full-time performance by the human 
driver of all aspects of the dynamic driving 
task, even when enhanced by warning or 
intervention systems

Human driver Human driver Human driver n/a

1 Driver 
Assistance

the driving mode-specific execution 
by a driver assistance system of either 
steering or acceleration/deceleration using 
information about the driving environment 
and with the expectation that the human 
driver perform all remaining aspects of the 
dynamic driving task

Human driver 
and system Human driver Human driver Some driving 

modes

2 Partial 
Automation

the driving mode-specific execution by one 
or more driver assistance systems of both 
steering and acceleration/deceleration 
using information about the driving 
environment and with the expectation that 
the human driver perform all remaining 
aspects of the dynamic driving task

System Human driver Human driver Some driving 
modes

Automated driving system (“system”) monitors the driving environment

3 Conditional 
Automation

the driving mode-specific performance 
by an automated driving system of all 
aspects of the dynamic driving task with 
the expectation that the human driver 
will respond appropriately to a request to 
intervene

System System Human driver Some driving 
modes

4 High 
Automation

the driving mode-specific performance by 
an automated driving system of all aspects 
of the dynamic driving task, even if a human 
driver does not respond appropriately to a 
request to intervene

System System System Some driving 
modes

5 Full 
Automation

the full-time performance by an automated 
driving system of all aspects of the 
dynamic driving task under all roadway 
and environmental conditions that can be 
managed by a human driver

System System System All driving 
modes

Copyright © 2014 SAE International.  The summary table may be freely copied and distributed provided  
SAE International and J3016 are acknowledged as the source and must be reproduced AS-IS.
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HOW FAR IS THE UK DOWN THE  
ROAD TO DRIVERLESS CARS? 

PA INSIGHTS

Overall, we estimate driverless cars are more than 10 years away from regular use on UK roads. But our panel’s 
estimates ranged from just three years to 20 years. The disparity reflects that this is completely new territory, 
dominated by ‘unknowns’.

To speed up the journey, the UK needs:

• more skills to develop, test and validate technology

• a communication programme to get the benefits of driverless cars across to the public

• a national strategy to co-ordinate infrastructure planning, and work on laws, regulations and 
 standards on data privacy and security, rules  of the road and vehicle testing.

Some capabilities are further down the road than others

The panel think all the capabilities have reached Level 2, but there are wide variations between them. 

Other issues, like how the police will deal with driverless cars, are also far from being resolved  
in the UK – largely because no one has thought about them yet. 

This isn’t surprising. But some capabilities, like legal and regulatory issues, could have long lead times.  
And developments in one part of the emerging system are bound to have an effect elsewhere. For instance, 
legislative requirements around data, insurance and enforcement could well affect technology. And without 
usable technology, how will connectivity and security be possible? And how will insurers and highways 
authorities be able to gather the data to insure CAVs and manage roads? 

Technology lags in the UK - but leads in the Nordics

Technology is among the capabilities furthest from being able to support 
autonomous journeys. On average, our experts say its 13 years away. The 
most pessimistic outlook says it’s as long as 30 years off. This is in marked 
contrast to the Nordics survey, where technology was the most advanced 
capability. On average, the Nordics panel estimated just six years to 
achieving full capability, with driverless cars themselves on the roads in nine.

Another challenge in the UK is the need to develop the right skills to 
develop and test technology. That’s not been a strong area for car makers. 
If that doesn’t change quickly, manufacturers could take their development 
work overseas. 

Regulation could be a road block

Regulation and legislation is also one of the least developed areas for the 
UK. The panel say it could take up to 25 years to resolve the many issues. 
The Nordics broadly agree here. It could well be that this is largely because 
detailed work has yet to get underway. 

But capabilities like regulatory and legal systems could have long lead times, 
and developments (or hold-ups) in one part of the emerging system could 
have an effect elsewhere. For example, legislative requirements around the 
government’s right to access vehicles’ data could affect technology. And a 
lack of usable technology will make connectivity and security impossible to 
achieve. Similarly, insurers won’t be able to gather data to insure CAVs and 
highways authorities won’t be able to plan to manage roads.

Panel’s optimism outstrips media

Despite obstacles in important areas, the panel are upbeat about the prospects for driverless cars. They share  
this optimism with the House of Lords Science and Technology Select Committee. Its recent report, Connected  
and Autonomous Vehicles: the Future?, showed similar belief in the UK’s pioneering qualities. There’s also  
a belief that the UK government will be able to control development, at least in the UK, through the Robotics  
and Autonomous Systems (RAS) Leadership – set up to develop a strategy for rolling out driverless cars.

Looking at CAVs within an eco-system

These challenges overlap because they are part of a dynamic transport eco-system. Delays in one area could  
affect progress in others. Even if some technology challenges are close to being resolved, widespread use of 
driverless cars won’t happen if the social and legal challenges haven’t been tackled. Nothing is solved until 
everything is solved.

Users will need convincing

Media coverage generates curiosity about driverless cars, but it’s not certain 
people want them – yet. What will they cost, compared to conventional 
cars? What will the experience of using them be like? Will they be reliable? 
To stimulate demand, driverless cars will need compelling answers to all 
these questions and more.

While media coverage is regular, much of it is sceptical both in the UK and 
Nordics. Similarly, politicians are seen to be unsure about the promise of 
driverless cars. This shows the need to make a powerful case for driverless 
cars if people are to accept them.

Insurance could be quickest to achieve full capability

Even though some capabilities, like the ability to insure CAVs, don’t exist 
at all yet, the panel was confident they could develop fast. In the case of 
insurance, the worst case estimate is 20 years.

A twin-speed world?

Some parts of the driverless world will emerge at international level. 
Manufacturers will want to develop vehicles for a world market to exploit 
economies of scale. But other parts will develop nationally, from legislation 
and vehicle testing to road infrastructure. Much could depend here on 
countries wanting to be seen as leaders in shaping emerging standards.
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PROGRESS AND BARRIERS  
IN EACH CAPABILITY

Here, we show overall progress towards achieving each capability and 
the average number of years the panel thought it would take to achieve 
them fully. Our full report breaks both measures down fully.

 Policy

 Overall: Level 2 (39%) 
 Years to full maturity: 11

Just over a quarter of the panel thought policy makers were starting to act on their awareness of  
CAV benefits, for example through the Centre for Connected and Autonomous Vehicles. But government 
departments aren’t working together and regional policy is lagging behind. The government seems happy 
to attract manufacturers to use the UK as a ‘testbed’, but not (so far) to follow through with R&D centres  
or manufacturing sites. The UK could leap ahead of other countries by incentivising CAV technology  
instead of waiting for the market to make it affordable. The UK needs a national plan, while also  
helping to build international standards.

  Public acceptance

  Overall: Level 2 (53%) 
  Years until it can support driverless cars: 11

For people to accept driverless cars, they’ll need to be sure:

• the change is worth it 
• insurance covers them 
• regulations protect them

Few people have had first-hand contact with driverless cars – a clue to why the panel felt it could take up to 
20 years for them to be accepted. But others felt that could change quickly once more people saw the cars 
being used, or if an ‘Apple Car’ appeared. And younger people might be more open to leasing a car instead 
of owning it, as they’re used to consuming services like this. Most of all, it’s critical to show users the benefits 
through a communications programme. CAVs will also need to be easy for people to adopt. If they’re electric, 
a lack of charging facilities could put people off.

 Roads

 Overall: Level 2 (42%) 
 Years before it can support driverless cars: 10

Getting roads ready for driverless cars goes beyond roadside technology, say the panel. It means making 
CAVs part of national transport strategy covering national, city and rural roads. National planning is well 
underway, but pressure on council budgets is holding back regional work. So upgrades to local roads  
aren’t taking CAVs into account. The smart motorways being planned will be important, but most  
driverless car benefits will come in cities and rural areas. A national strategy will help everyone from  
road engineers to local authorities planning their infrastructure.

  Compliance

  Overall: Level 2 (48%) 
  Years until it can support driverless cars: 10

Compliance is lagging behind other capabilities, say the panel. Road worthiness needs a standard to test 
against, as well as legal definitions of faulty CAVs. So standards and enforcement systems are a long way 
off. Regulators will need new powers to access data from across the ecosystem, and the skills to interpret  
it. And “mobility as a service” could increase their workload. There’s much thinking to do about:

• possible criminal uses of driverless cars 
• how police will stop cars behaving suspiciously or breaking the law 
• who’s responsible for traffic offences 
• how authorities prove a vehicle has malfunctioned or been overridden by its user.

10
years

11
years

10
years

11
years

2

2

2

2

 Regulations and law

 Overall: Level 2 (48%) 
 Years until it can support driverless cars: 11

Road regulations will need an overhaul. The current Highway Code could increase congestion 
because CAVs will be more ‘cautious’ than drivers. Data protection issues are likely, and regulations 
will have to address storage and handling. Certification of vehicles’ safety and security will have to 
handle cars that evolve ‘on the job’ through AI. And, learning from the emissions scandal, there must 
be safeguards against rigged tests. Also, drivers will have to be retrained for roads where driverless 
and conventional cars co-exist.

 Insurance

 Overall: Level 2 (60%) 
 Years until it can support driverless cars: 8

It’s uncertain where liability will lie. After an accident, who will drivers/users look to for 
compensation - other drivers/users and their insurers, manufacturers, or ‘mobility as a service’ 
providers leasing the cars? Our panel felt insurers would be quick to develop policies once the 
cars were available. Even so, there will still be accidents between conventional and driverless cars. 
Insurers will have to cater for users who haven’t been seen as eligible to drive. Also, while technology 
cuts the risk of accidents, it also increases risk if drivers let it distract them behind the wheel.

 Technology

 Overall progress: Level 2 (54% of the panel) 
 Time to support fully driverless cars: 13 (panel average) 

No country is likely to have fully driverless cars until 2030. Even some systems developers say 
technology is getting too much attention. Instead, we need an industry-wide view of what CAVs 
are for and how they’re developing. This will help manufacturers, insurers, local authorities and 
emergency services work to improve communications infrastructure so data can move freely 
enough to keep cars moving. It will also limit cyber security risks by developing industry standards. 
Driverless technology also needs the right skills to develop, test and validate it.

2 13
years

11
years

8
years

2

2
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THE CAPABILITIES IN DETAIL

Technology
Without usable technology, there can be no driverless cars. Research and testing is well underway, with  
all car manufacturers and some outsiders involved. But as we’ve seen, estimates for how far technology  
is from being fully able to support driverless cars vary hugely from four to 30 years. 

Our survey looked at technology alongside the business models it will enable, and the issues that  
technology developers foresee when CAVs interact with conventional vehicles.

Work as one industry to look beyond the car itself

The panel agreed technology was getting too much attention. The pessimism some showed was more  
a reflection of the lack of thinking going into solving some of the other issues facing driverless cars. 

The panel felt the UK needed a national, industry-wide view of what CAVs are for and how they’re 
developing. This will help tackle other technology challenges. For instance, manufacturers, insurers,  
local authorities and emergency services will be able to work to improve communications infrastructure 
so data can move freely enough to keep cars moving. This cross-industry work would also help consumers 
understand the benefits.

And it would limit cyber security risks through national and international standards. Currently, 74% of  
the panel say exploratory thinking and testing is underway on security, but only 15% say the building  
blocks are in place. 

Prepare to shake up the car business

The panel think manufacturers are exploring the new business models driverless cars could open up.  
Both private and commercial markets could move further away from outright ownership and leasing 
towards MaaS – short-term leasing based on actual use. Established players are conscious of how  
disruptors like Google, Apple and Uber could accelerate this kind of change.

Bridge the skills gap

Auto industry experts say the UK could need thousands of specialist software engineers to make driverless 
cars a reality. This is an opportunity to create well-paid jobs. But it’s also a brain-drain risk for an industry 
with a middling track record for developing new technology skills.

Years to full maturity Minimum 4 Years Average 13 years Maximum 30 years

Overall maturity of 
CAV technologies 13% 54% 25% 9% 0%

CAV technologies are 
understood & proven 58% 33% 9% 0%0%

Nothing 
happened

1 2 3 4 5
Thinking 
& testing

Blocks 
in place

MaturityImplementation 
is progressing

Manufacturers have the capacity and 
capability to volume produce 40% 37% 13% 0%10%

Manufacturers have working 
CAV business models 50% 29% 7% 0%14%

Manufacturers can assure their 
CAVs comply with tra�c regulations 63% 17% 10% 0%10%

CAV owner/leasers are able to 
upgrade their CAV software systems 54% 23% 15% 0%8%

CAV owner/leasers are able to get 
their CAVs maintained & repaired 40% 23% 8% 4%28%

Those providing CAVs have set 
in place customer support 48% 20% 4% 0%28%

Systems and communications for 
handling CAV cyber security 74% 15% 4% 0%7%

On average, 25% of the panel thought the key building blocks were in place across the whole range of  
technology capabilities. That’s higher than for any other group in the survey. Nearly four out of ten panellists  
think manufacturers are well on the way to volume production. And a third say the key building blocks are in  
place in terms of the technology being proven and understood. Both these scores outstrip any other single 
capability in the survey. Yet overall, technology lags behind most other groups.

Recommendations:

• Create a national skills initiative to plug the industry’s gaps by 2019
• Create national standards for automotive cyber security
• Redesign business models to make sure MaaS generates enough revenue
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Regulations and law
A long list of knotty regulatory and legal issues stand in the way of driverless 
cars. Can the current rules of the road still work? How will driverless cars be 
tested? Who will be able to access the vehicles’ data? How will it be stored? 
And will drivers have to be retrained to deal with a mix of driverless and  
driven cars? All these and more will need to be tackled for the industry  
to move forward.

A stable regulatory environment helps companies invest in ideas early, 
confident that they won’t face barriers later. It builds consumer confidence. 
And it sets out issues for stakeholders to consult on.

Years to full maturity Minimum 3 Years Average 11 years Maximum 25 years

Overall maturity legisative & 
regulatory environment 20% 48% 17% 13% 4%

There are working protocols in 
place to support communications 66% 24% 10% 0%0%

Nothing 
happened

1 2 3 4 5
Exploration

thinking 
& testing

Key 
building 
blocks 

in place

There 
is full 

maturity

Implementation 
is progressing

The regulatory environment supports 
the (on-road) testing of CAVs 31% 16% 44% 6%3%

The regulatory environment 
supports the testing of CAVs 47% 20% 20% 7%7%

The type approval process for 
production CAVs is relevant 62% 19% 0% 0%19%

The on-going roadworthiness 
testing of CAVs is relevant 46% 23% 4% 0%27%

The liabilities for operating CAVs 
are assigned and understood 56% 9% 9% 3%22%

Skills and capabilities required 
for ‘driving’ a CAV are relevant 38% 17% 13% 8%25%

Government has the right to access 
and interrogate CAV systems 36% 12% 4% 8%40%

Operator licencing requirements 
are relevant for CAV fleets 45% 9% 0% 0%45%

Overall maturity of legisative & 
regulatory environment 48% 17% 13% 4%20%

Around eight out of ten panellists believe this capability has reached least Level 2 on our scale. And only  
20% say nothing has happened in this area. This puts it second only to technology. Yet, as with technology,  
full capability is a long way off for some – up to 25 years.  

Areas where there’s most work to do include defining the government’s right to interrogate CAVs’ data,  
and creating licensing requirements for driverless fleets. More positively, though perhaps not surprisingly,  
over half the panel say regulation for testing is either being implemented or fully in place. A small number  
(7%) say there’s already a regulatory environment for operating CAVs too.

Stress test the rules of the road

Using the current Highway Code could stand in the 
way of one of the big potential benefits of driverless 
cars – less congestion. Evidence from Google testing 
suggests driverless cars wait longer at junctions as 
they process data, then pull away more slowly.

Beware data privacy and storage issues

Already, concerns over data protection mean 
technology that’s available now – like tracking  
devices in hire cars – isn’t being used. With driverless 
cars, technology could potentially not just track where 
cars are, but also where they’re going. That would help 
road planners, but create a sizeable privacy headache.

Data issues will loom ever larger because the more 
disruptive players are likely to see driverless cars 
as platforms for their data, while more ‘traditional’ 
car businesses use data to improve their cars. Both 
present challenges around storing and handling data, 
which a regulatory framework will need to tackle. 

Clarify who moves data, and how fast

Regulation will also need to lay down protocols for 
how data moves to handle accidents, for example.  
In the immediate aftermath, emergency services  
swap information with each other and alert drivers  
to avoid the area. Highways managers assess damage 
and repair roads and barriers. Then insurers need 
information to process claims. Currently, much  
of this relies on drivers to interact with others.  
But what happens in a post-driver world? 

Allow for evolving cars

Certifying safety for driverless cars will be difficult, 
and call for a new approval system, but it will have  
to allow for cars that learn on the job though on-board 
artificial intelligence. Plus, they’ll receive updates 
‘over the air’ that mean they operate under different 
parameters than when they rolled off the production 
line. A new testing regime might have to assess how 
likely certain scenarios are, then show the vehicle 
poses as low a risk as possible.

Just as challenging, potentially, is the need to build  
in safeguards against rigging tests.

Change the driver, not just the car

Users of driverless cars will have to adapt, but  
so will those still driving conventional cars. So far, 
accidents involving driverless cars have been down  
to other drivers colliding with them. And in the 
transition to driverless cars, they’ll sharing the road 
with driver-controlled cars, others that pass control 
back to the driver in some situations, and fully 
autonomous cars. This points to the need to radically 
rethink driver education from being a one-off event  
to an ongoing process.

“Educating drivers is  
a key area. The driving 
education framework  
needs radical overhaul.”

“If CAVs just 
adhere to the 

current Highway 
Code congestion 

will increase 
significantly.”

Recommendations:

• Review traffic regulations
• Create a cyber-security framework for driverless cars
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Compliance
One of the biggest potential benefits of driverless cars is accident-free roads. With human 
error out of the equation, collisions won’t be possible. Or will they? Can we take that for 
granted? Building confidence in driverless cars means giving police (and even the intelligence 
service) capabilities to enforce the law. Our survey looked at how far that compliance regime 
has developed and how far authorities can investigate suspect activity.

Solve the road-worthiness riddle

Enforcing road-worthiness needs a standard to test 
against. But legal definitions of faulty CAVs don’t exist 
yet. Until this chicken-and-egg situation is resolved, a 
national set of standards and enforcement systems is a 
long way off.

Start developing stopping powers

Half our panel say nothing has happened to define 
how and when police can stop driverless cars they 
think is ‘behaving’ suspiciously or threatening public 
safety. This suggests little thinking has gone into 
working out criminal uses for remotely operated CAVs.

Get ready for a long haul

Compliance shows less progress than any other area 
in our survey. Nearly half the panellists say work is at 
the ‘exploratory thinking’ stage – and nearly four out 
of ten say nothing has happened. That’s the highest 
figure for Level 1 in the whole survey. 

Law enforcement agencies will need to think beyond 
the types of criminality we associate with cars today. 
To move that thinking along, the Ministry of Justice, 
Home Office, NPCC and CCAV will need to work 
together to tackle a lengthy to-do list.

Enforcement bodies will need access to data from 
different parts of the driverless ecosystem. Currently, 
when there’s an accident, the driver is the centre of 
attention. In the future, that focus will shift to vehicle 
systems. Manufacturers won’t want to share code and 

Work out who’s responsible

Investigating accidents will become more complex, 
as it won’t be clear where responsibility lies. It 
will be hard to prove whether cars were working 
autonomously or under drivers’ control at certain 
times. Authorities might also need access to personal 
data held in cars, which opens up privacy and civil 
liberties concerns.

The current law centres on the driver being in control 
of the car. It could also be necessary to create a visible 
sign, like a light or electronic signal, to show when a 
car is in fully autonomous mode. This could also help 
other road users or pedestrians, who might behave 
differently if they know for sure that an approaching 
car is driving itself.

Driverless cars shouldn’t break laws like speed limits. 
But if they do, police will have to discover whether  
it’s because the car malfunctioned, or because the 
driver overrode it. Liability could shift if owners don’t 
install manufacturers’ upgrades, or do their own.  
Some believe it will be easier to work out the cause  
of an accident because there’s more data available. 
But establishing what this evidence trail looks like  
and who’s responsible for providing it is a challenge  
in itself.

data, and risk jeopardising their intellectual property. 
But if someone is injured, police or lawyers will want 
access to data to assess the possible case against 
software developers. 

As well as access to the data, the authorities will need 
the skill to interpret it. New MaaS providers could 
increase regulators’ workload. The recent controversy 
around Uber’s Greyball software, used to thwart police 
sting operations in the US, shows regulators will have 
to understand software beyond the kind used to 
control vehicle movements.

Also, authorities don’t yet know how driverless cars 
will be used. Will there be a ‘sports’ mode and an ‘eco’ 
mode, for instance? They don’t have risk assessments 
for each, or resources to create them.

“Will there be a ‘kill  
switch’ for CAVs that  
police could activate?”

Years to full maturity Minimum 3 Years Average 10 years Maximum 25 years

Overall maturity of 
CAV compliance 37% 48% 14% 0% 1%

National security and crime 
implications of CAV use are understood 62% 17% 0% 0%21%

Nothing 
happened

1 2 3 4 5
Exploration

thinking 
& testing

Key 
building 
blocks 

in place

There 
is full 

maturity

Implementation 
is progressing

Tra�c legislation is relevant to 
and enforceable for CAVs 56% 15% 0% 0%30%

Law enforcers have the 
ability to stop CAVs 38% 8% 0% 4%50%

Law enforcers can access and 
interrogate CAV systems 33% 17% 0% 0%50%

Recommendations:

• Develop a framework that legally defines faulty CAVs
• Assess potential criminal uses of CAVs
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Insurance 
Insurers will have to create new kinds of protection to suit new situations. They’ll have  
to cater for users who haven’t been seen as eligible to drive before. They’ll need to cover 
owners and operators of driverless cars, and users of new mobility services. They’ll probably 
also need to cover manufacturers. We looked at how far insurers have progressed on key 
issues like assessing and pricing risk, and handling claims.

While, on average, over a fifth of the panel say nothing has happened across this capability  
– and 33% say that applies to claims handling – there’s still optimism overall. The panel think 
it will take 20 years at the most, and possibly as little as three years, for insurance to be  
ready to support driverless cars. The average estimate of eight years is comfortably the 
lowest for any capability in the survey.

Years to full maturity Minimum 3 Years Average 8 years Maximum 20 years

Overall maturity of CAV 
insurance compliance 22% 60% 15% 3% 0%

Organisations are able to assess 
the risks associated with CAV use 63% 22% 4% 0%11%

Nothing 
happened

1 2 3 4 5
Exploration

thinking 
& testing

Key 
building 
blocks 

in place

There 
is full 

maturity

Implementation 
is progressing

Organisations know how they 
can charge for risk premium 65% 15% 0% 0%19%

Those owning/operating CAVs 
can access insurance cover 62% 8% 4% 0%27%

Those providing risk cover have 
capability to handle claims 50% 13% 4% 0%33%

Think through liability and risk

The key question to crack is where liability will lie. 
After an accident, who will drivers/users look to  
for compensation – other drivers/users and their 
insurers, manufacturers, or MaaS providers leasing  
the cars? Will people renting vehicles want to take  
out insurance against the operator or the car builder?

These questions are made more complicated by  
Volvo (and possibly other manufacturers) saying 
they’ll warrant that none of their driverless cars  
will cause accidents.

“Insurance policies have to 
be based on an assessment 
of costs and risks. CAV  
may reduce costs and risks. 
However, there is very little 
data on which policies can 
be written.”

Insurers are getting an early taste of these conundrums. Already, they’re working with manufacturers on systems 
that help drivers avoid accidents, and that’s bringing premiums down. Some drivers are having to accept in-car 
cameras or telematics as a condition for getting insurance at all. 

The flipside is that technology-laden cars are more expensive to fix. Also, in-car technology gives drivers new 
ways to distract themselves, bumping up risk. We’re seeing more accidents because drivers are calling, texting, 
vlogging, or even watching films at the wheel. 

As long as driverless and conventional cars co-exist, accidents will happen and they’ll need to be insured against.  
A two-tier world could emerge where half of road users move about safely in their driverless cars, with the other 
half crashing into them while updating their social media status. It seems that here, insurers will need a tough 
stance from regulators to help keep premiums under control.

Help fuel the case for driverless cars

Technology will become less expensive as it develops and as economies of scale kick in. If insurers can pass this  
on in the form of lower premiums, it could be a big factor in making driverless cars more attractive to consumers. 
The incentive for insurers is clear if driverless cars deliver on their promise of plummeting accident numbers.

Recommendations:

• Understand how to get access to data from across the ecosystem
• Analyse different potential uses, from ‘sports’ to ‘eco’
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Public acceptance
For driverless cars to become a reality, people will have to want them, or at the very least 
accept them. And they’ll only do that if they feel the change is worth making, that regulations 
protect them and that insurance covers them. It’s likely that a large-scale communication 
programme will have to happen to make the benefits of driverless cars clear.

Years to full maturity Minimum 4 Years Average 11 years Maximum 20 years

Overall maturity of CAV  public, 
political and media acceptance 30% 53% 12% 4% 1%

User groups have confidence 
in the operation of CAVs 56% 25% 9% 0%9%

Nothing 
happened

1 2 3 4 5
Exploration

thinking 
& testing

Key 
building 
blocks 

in place

There 
is full 

maturity

Implementation 
is progressing

Other road users/pedestrians 
know how to behave around CAVs 50% 3% 0% 0%47%

There is a business model that 
supports the a�ordable use of CAVs 52% 7% 3% 3%34%

Make the case

It will be critical to show the benefits of driverless  
cars clearly. Just the idea of saving a few minutes  
of commuting time each day is unlikely to convince 
users that driverless cars or MaaS will be worth  
a (potentially) higher price.

One clear benefit will be that driverless cars open 
up mobility to people who can’t drive because 
of disability or other medical reasons. Also, local 
authorities may be able to offer more flexible and 
efficient transport services than they do now. But 
these both apply to specific groups of people or 
parts of the country. At the moment, more general 
engagement with driverless cars is restricted to 
reports of Google cars trundling around California  
or pods crawling across pavements in Milton Keynes.  
A more concerted communications plan will help  
get developments and advantages across as well  
as pinpointing people’s concerns.

A useful analogy is the programme to boost 
awareness of smart utility meters. But only up to a 
point. Electricity and gas meters are simply a means 
to an end. Cars are an entrenched part of consumer 
culture, with strong emotional associations. So the 
challenge will be very different.

Our panel felt the public were as long as 20 years 
away from accepting driverless cars, with the average 
estimate at 11 years. They felt user groups were far 
more switched on to the potential than other road 
users. Asked about user groups’ confidence, over eight 
out of ten said exploratory thinking or implementation 
was underway. Only just over half the panel thought 
other road users were at a similar stage.

Manage the news

It’s also important to handle news of any accidents 
or setbacks in testing or early use in an effective 
way. Well publicised crashes and security breaches 
could easily dent public confidence before it’s even 
established. Manufacturers and government will  
need to be clear about whose role it is to share  
news, good and bad.

Make it easy

A key part of embedding any big change in 
people’s lives is to make it easy. Different parts of 
the ecosystem will have to come together to make 
this happen. For instance, many manufacturers are 
planning electric CAVs. But that will only work if 
there’s enough charging infrastructure to head off 
public concerns about it being hard to find.

Perhaps this isn’t surprising, as user groups are  
far more likely to have engaged with the subject of 
driverless cars or actually seen them. The panel did 
feel that acceptance could grow quickly once an 
‘Apple Car’ appeared. And younger people might  
be more open to leasing a car instead of owning it,  
as they’re already used to consuming services like this. 
Older people more attached to ‘car culture’ and the 
idea of owning a car may find this harder.

“We shouldn’t think about 
CAVs as we currently use 
cars…It’s about service.”

THE CAPABILITIES IN DETAIL: PUBLIC ACCEPTANCE

Recommendations:

• Assess driverless cars’ value to society
• Create a communication programme and a strategy to engage  
 people with driverless cars
• Show in detail how driverless cars can co-exist with conventional cars
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Roads
Driverless cars could use today’s roads – models being tested now travel on unmodified 
roads. But if that happens in the future, we might not see some of the benefits. If we don’t 
modify today’s traffic lights with Bluetooth or similar, for example, driverless cars would need 
more time to ‘read’ them visually, slowing them down and creating congestion, but how much 
closer can we get to ideal driverless conditions, given constraints on infrastructure spending? 

Years to full maturity Minimum 3 Years Average 10 years Maximum 20 years

Overall maturity of managing 
roads networks or CAVs 33% 42% 22% 0% 0%

CAV usage will not adversely impact on
 their Local Highway Authority objectives 40% 27% 7% 0%27%

Nothing 
happened

1 2 3 4 5
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Key 
building 
blocks 

in place

There 
is full 

maturity

Implementation 
is progressing

Road network operators can 
e�ectively support the use of CAVs 43% 29% 4% 0%25%

Road network operators costs 
associated with supporting CAVs 43% 11% 0% 0%46%

Our panel think work is well underway in preparing 
roads for driverless cars – 64% say either the 
exploratory thinking has been done or that key 
building blocks are in place. But there is next-to-no 
progress beyond that. Only insurance and compliance 
are less advanced beyond Level 3, say the panel.

Think bigger

Driverless cars’ ability to run on current roads is the 
reason why the most optimistic estimates say roads 
will be fully ready for them in just three years. But 
full readiness means more than installing roadside 
technology to communicate with the cars.  

Work is underway at a national level on smart 
motorways. But local highways authorities’ priorities 
are more immediate because of tight budgets. That 
means current upgrades to local roads aren’t taking 
driverless cars into account. And that makes it less 
likely that the work needed to adapt roads for CAVs 
will happen at all in the short or medium term.

Focus on the toughest problems early

Also, by working on carriageways between cities, 
operators are looking at the easiest problem first.  
The biggest benefits of driverless cars promise to be  
in city centres and on rural roads, but there’s much 
less focus on these sterner challenges for now.

A national strategy for how to integrate CAVs into 
the transport network would give engineers a guide 
for how to think through today’s problems. It could 
be as simple as showing what CAVs will look like and 
what sort of safety-critical data they’ll need to receive. 
Cash-strapped local authorities would also be able to 
plan their infrastructure in line with national plans,  
and so stop fragmented approaches emerging.

At the very least, manufacturers need roads to be 
well-maintained so that cars can read markings and 
signs. They also need 100% data coverage across 
the nation. Meeting both needs will demand heavy 
investment in infrastructure.

THE CAPABILITIES IN DETAIL: ROADS

Recommendations:

• Agree a long-term vision between Highways England  
 and local authorities
• Pinpoint projects that will bring the biggest benefits  
 for highways authorities
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Policy
The benefits of driverless cars could reach into many parts of society and the economy.  
Safer roads, less congestion, cleaner air and more efficient logistics would make quality  
of life better, and help businesses. A stronger automotive industry and more high-skilled  
jobs are also likely if the UK gets driverless cars right. That’s a big incentive for policy  
makers to engage with the challenges of turning CAVs into reality. 

Years to full maturity Minimum 3 Years Average 11 years Maximum 25 years

Overall maturity of wider 
CAV policy context 25% 39% 20% 16% 0%

Policy makers recognise the 
benefits of CAV adoption 42% 23% 26% 0%10%
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Policy makers work with others 
to allow cross-border CAV use 36% 16% 4% 0%44%

They seem to be getting the message, with over a 
quarter of our panel saying they’re acting on their 
awareness of the benefits. They’re less impressed, 
though, by policy makers’ efforts to support cross-
border work – 44% of the panel say nothing has 
happened here yet.

Look further ahead

The government is encouraging international 
manufacturers to use the UK as a testbed, promoting 
UK research centres, cities and motorways as available 
for experimentation. But there’s little evidence so far 
of efforts to exploit what could come next. That could 
be opening permanent R&D centres or manufacturing 
sites. Or moving software development and testing 
skills beyond Level 3, or creating new UK companies  
to exploit the technology.

Develop a national strategy

The panel agreed the full extent of the social benefits 
of driverless cars would only become known once 
the technology was widely adopted. The strategy 
most countries seem to be following is to wait for 
technologies to trickle down to the mass market, then 
waiting again for consumers to buy affordable cars.

The UK’s strategy must fit in with global 
developments. Driverless cars will only catch on if 
international standards allow them to be sold across 
borders. Manufacturers will get the efficiency they 
need, and users will get the convenience they want. 
But the UK also needs a national plan to put it among 
the leaders in this developing world.

The UK government does seem to have embraced 
CAV opportunities through initiatives like the Centre 
for Connected and Autonomous Vehicles (CCAV).  
But regional efforts are lagging behind the centre.  
And government departments aren’t working  
together towards a common set of objectives.

“Testbed’ UK is being 
effective in bringing 
companies to the UK – 
what is the economic 
legacy of this?”

There are also few signs that policy makers are 
exploring questions about how driverless cars  
could affect other policy areas like clean air,  
isolation among the elderly and what’s needed  
to make people in general more mobile.

THE CAPABILITIES IN DETAIL: POLICY

Recommendations:

• Assess the wider social and economic value of driverless cars
• Run a feasibility study on retrofitting CAV technology to speed up adoption
• Develop a national vision for rolling out CAVs, beyond technology testing
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CONCLUSION

We have working prototypes, but driverless cars are  
not going to be on our roads any time in the next decade.
A few years from now, automotive manufacturers could well have developed software and 
technology to let drivers hand control of their cars over to CAV systems, at least for part  
of a journey. But, based on current progress, the rest of the ecosystem to support  
driverless cars won’t have kept up.

Years to full maturity Minimum 3 Years Average 11 years Maximum 25 years

Overall maturity of 
CAV ecosystem 23% 50% 18% 8% 1%

Maturity of CAV 
technologies 54% 25% 10% 0%11%

Nothing 
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There 
is full 
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Implementation 
is progressing

The regulatory and 
legislative environment 47% 17% 13% 3%19%

The provision of 
insurance cover for CAVs 59% 16% 3% 0%22%

Compliance issues 
for CAVs 46% 9% 0% 1%43%

Public, political and media 
acceptance of CAVs 51% 13% 4% 0%32%

Managing road network 
operations with CAVS 40% 23% 3% 0%35%

Wider policy 
context 40% 20% 16% 0%25%

As we’ve seen here, a lot of early work has been  
done, and technology has generated some excitement. 
But many important issues haven’t been covered in 
enough detail yet, including:

• what new regulations and laws we need to make 
 cars and roads safe, and how we’ll enforce them

• why people will want to make the switch to 
 driverless cars

• whether the UK has the skills to develop  
 driverless cars 

• how the UK’s transport infrastructure will have  
 to change

• where liability lies in accidents and how insurers  
 will be able to cover consumers, manufacturers  
 and MaaS providers

So, as things stand, driverless cars won’t be a common 
sight on UK roads for more than 10 years.

To develop the ecosystem for driverless cars, the 
government needs a clear plan for the how the UK  
will make the most of them. For that to happen, 
everyone involved must:

• be clear about the social and economic benefits  
 of driverless cars

• define what skills the UK needs to realise those 
 benefits

• create a framework of regulations for driverless  
 and conventional cars to co-exist

• develop a cyber security framework to boost 
 consumer confidence

• create incentives to include CAV technologies  
 in new or existing cars

The key to speeding up progress is developing public 
confidence. 

That will only happen once there are clear answers  
to the big questions we’ve raised here.

And for that to happen, everyone involved in 
developing driverless cars must come together around 
one vision for a driverless world.
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Email us: AutonomousVehicles@paconsulting.com
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An innovation and transformation consultancy, we believe in the power of ingenuity 
to build a positive human future in a technology-driven world.  

As strategies, technologies and innovation collide, we turn complexity into opportunity.  

Our diverse teams of experts combine innovative thinking and breakthrough 
technologies to progress further, faster. Our clients adapt and transform, and together 
we achieve enduring results.

We are over 2,600 specialists in consumer, defence and security, energy and utilities, 
financial services, government, healthcare, life sciences, manufacturing, and transport, 
travel and logistics. And we operate globally from offices across the Americas, Europe, 
the Nordics and the Gulf.  
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Corporate headquarters

10 Bressenden Place 
London SW1E 5DN 
United Kingdom 
+44 20 7730 9000

paconsulting.com 
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